IIpniaoxenne Nel. IlamsiTka 1u1s1 o0yyarommxcsi 00 MHGpOPMAIHOHHOI 0€30NACHOCTH AeTeil
HEJIb34

1. BceM mozipsii coo0IIaTh CBOKO YacTHYIO MHGOpMAITHIO (HACTOAIINE UMSI, (haMUITHIO,
tenedoH, aapec, HOMep MIKOJIbI, a Takke (GoTorpadun CBOU, CBOEH CEMbU U IPY3€Ei);

2. OTKpbIBaTh BIOXKEHHBIE (DAilIbI AJIEKTPOHHON TOYTHI, KOTJIa HE 3HACIIb OTIPABUTEIIS;
3. I'pyOuTth, npuanpaThCs, OKa3bIBaTh JaBICHUE — BECTU ce0sl HEBEXIIUBO U arpecCUBHO;
4. He pacniopskaiics JeHbraMH TBOEW CeMbU 0€3 pa3pelieHns CTapIinX - BCeraa
CIipalvMBail poJIUTEIICH;

5. He Bcrpeyaiics ¢ THTEpHET-3HAKOMBIMU B PEAIBHOU JKU3HU - IIOCOBETYUCS CO
B3POCJIBbIM, KOTOPOMY JOBEPSCIIb.

OCTOPOXHO

1. He Bce mumyT npapay. Yurtaens o cede HenpaBay B IHTepHETE — cOOOIIH 00 3TOM
CBOMM POJIUTENSIM UJIU ONIEKYHaM;

2. [lpurnamaroT nepenuchiBaThCs, UTPATh, 0OOMEHUBATHCS - POBEPD, HET JIU MOJIBOXA;

3. HesakonHoe konmpoBaHue ¢aiiioB B IHTepHETE - BOPOBCTBO;

4. Bcerna pacckasbiBail B3pOCIIbIM O IIpobieMax B CETH - OHU BCErJa MOMOTYT;

5. Vicrionb3yit HaCTPOWKH 0€301MacCHOCTH U IPUBATHOCTH, YTOOBI HE TIOTEPSTH CBOU
AKKayHTBI B COLICETAX M IPYTUX NopTajax.

MOXHO

1. YBaxaii Ipyrux nojp30BaTeinen;

2. Ilonp3yenibest IHTEpHET-UCTOUHUKOM - Jieail CChUIKY Ha HETO;

3. OTKpBIBaii TOJBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

4. O0marbcs 3a MOMOIBIO B3POCIIBIM - POJUTEINHN, ONIEKYHBI U aIMUHHUCTPALIUS CAUTOB
BCErja MOMOrIYT;

5. Ipoiian oOydenue Ha caiite «CeTeBUYIOK» U TOIY4H IMacopT U(POBOro TpaxkaaHuHa!



Ipunoxenune Ne2. UndpopmannoHHasi NaMATKA IS 00yYaOIIUXCS /51 pa3MellleHus Ha
opunuansbubIx UHTEpHET-pecypcax

C KaXIpIM I'OJJOM MOJIOJIE’)KU B UHTEPHETE CTAHOBUTHCS OOJIbILIE, a IIKOJIBHUKY OJHU U3
caMbIX aKTUBHBIX I10JIb30BaTenei Pynera. Mexy TemM, HOMUMO OTPOMHOIO KOJINYECTBA
BO3MOXXHOCTEH, HMHTEPHET HECET U MPOoOIeMbl. DTa MaMsTKa JODKHA TIOMOYb Tebe 6e301macHo
HaXOJIUThCS B CETH.

Komnvromepuvie supycoi

KomnbroTepHblil BUPYC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTPAMM,

OTIMYUTENHEHONH 0COOEHHOCTHIO KOTOPOU SIBJISIETCS] CIIOCOOHOCTH K pa3MHOXKEHHUI0. B
JIONIOJIHEHHUE K ATOMY, BUPYChI MOT'YT IOBPEIUTh WJIU MOJIHOCTBIO YHUYTOKUTh BCe (hailiibl U
JTaHHbIE, TIOJJKOHTPOJIBHBIE TIOJIB30BATENI0, OT UMEHH KOTOPOTo ObliIa 3aImyIieHa 3apaxEHHas
IporpaMMma, a TaKXke HOBPEANUTh WU J1aXKe YHUUYTOXKUTh OIEPALMOHHYIO CUCTEMY CO BCEMHU
daitnamu B 11esioM. B 601BbIIMHCTBE ClydaeB pacCpOCTPAHAIOTCS BUPYCHI Uepe3 HHTEPHET.
MeTobl 3a1UTHI OT BPEAOHOCHBIX IPOrpaMM:

1. Ucnionp3yil COBpEMEHHBIE ONEPALIIOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIA YPOBEHD
3alIUThI OT BPEIOHOCHBIX IIPOrpamM;

2. IlocTtosiHHO ycTaHaBIMBal nauTy (UGPOBbIE 3aMJIaTKU, KOTOPbIE aBTOMATUYECKU
YCTaHaBJIMBAIOTCS C LEJIbIO JOPAOTKU MPOrpaMMBbl) U Jpyrue OOHOBJIEHUS CBOEH
OTIepaIrMoHHON cucTeMbl. CKauMBail UX TOJIBKO ¢ OQHUIMAILHOTO caiiTa pa3padoTynKa

OC. Ecnu cymiecTByeT peKuM aBTOMAaTHYECKOT0 OOHOBIIEHUS, BKIIIOUYH €I0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE I1OJ1 ITpaBaMHU I10JIb30BATENs, a HE aAMMHHUCTPATOpA.

3T0 He MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrPaMM MHCTAIIMPOBATHCS HA

TBOEM [1E€PCOHAJILHOM KOMITBIOTEPE;

4. Vicnionb3yil aHTUBUPYCHBIE IPOTPAaMMHbIE MPOJIYKThI U3BECTHBIX MPOU3BOAUTENECH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub (pu3HYeCKUid JOCTYI K KOMIIBIOTEPY Ul HOCTOPOHHUX JIMLL;

6. Vcrionb3yii BHEIIHHE HOCUTENN HH(OpMAIIHH, TAKHE KaK (hIIelka, TUCK HiIu (aii u3
UHTEPHETA, TOJIKO U3 NPO(EPEHHBIX HCTOUHUKOB;

7. He oTkpbiBail KOMIbIOTEPHBIE (DaiiiIbl, HOJyYEHHBIE U3 HEHAAEKHBIX UCTOYHUKOB.

Jaxe Te ¢ailnbl, KOTOpble IpUCIal TBOM 3HAKOMBIH. JlyuIie yrouHu y Hero,

OTIIPABJISUI JIU OH Te0e MX.

Cemu WI-FI

Wi-Fi - 310 He BHJ Tiepe/iaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeH 1, Mapka. Ere

B 1991 rony Huzaepnanackas komnanus 3apeructpuponaina 6pens « WECA», uto 0003Hauano
cnoBocoyetanue «Wireless Fidelity», koTopslii mepeBoauTCs Kak «0ecrpoBOAHASI TOYHOCTh.
Jlo Hamero BpeMeHH AolIa apyras abopeBuaTypa, KOTopas sSBJISIETCS TaKOH ke
TexHoJsiorueit. to adbopeBuarypa «Wi-Fi». Takoe Ha3BaHue OBLIO 1aHO C HAMEKOM Ha CTaHAApT
BhICHIMI 3ByKOBOM TexHUKHU Hi-Fi, uTo B mepeBosie 03HaYaeT «BbICOKAsk TOYHOCTHY.

Ja, 6ecriaTHBIM HHTEPHET-AOCTYII B Kade, OTENAX U a3ponopTax ABJISETCS OTINYHON
BO3MOXHOCTBIO BBIXO/1a B MUHTEpHET. HO MHOTHE 3KCHepThl CUMTaIOT, 4To o0menoctynHsie WiFi
CETH HE SBIISAIOTCSA O€30MacCHBIMHU.

CoBeTsl 110 6€30MacHOCTH paboTe B 001IeA0CTyHbIX ceTsix Wi-fii__

1. He nepenagaii cBoro 1MuHy0 HHPOpMaluio yepe3 odmenocrynasie Wi-Fi cern.
Paboras B HuX, )KenaTeabHO HE BBOAUTH MAPOJIH JJOCTYIIA, IOTUHBI U KAKHE-TO
HOMEDa;
2. Ucnionb3yit 1 0OHOBIISN aHTUBUPYCHBIE TPOrpaMMbI M OpaHaMayep. TemM caMbIM Thl
obe3omacuiib ce0s OT 3aKa4Ku BUPYyca Ha TBOE YCTPONCTBO;
3. Ilpu ucnonszoBanuu Wi-Fi otkmoun ¢pynkuuto «O0muit foctyn k daidaam u
npuHtepam». JlanHas GyHKIUS 3aKpbITa 10 YMOJIYaHHIO, OJHAKO HEKOTOpHIE
N0JIb30BATEM AKTUBUPYIOT €€ /17151 y100CTBa HCIIOJIb30BaHuUs B paboTe min y4eoe;
4. He ucnone3yit myonuuneiii WI-FI nns nepenaun aM4HbIX JaHHBIX, HAIPUMEp IS
BBIX0/Ia B COIIMAJIbHBIE CETH UJIH B AJIEKTPOHHYIO MOYUTY;



5. Nnonw3yit Tonsko 3amuieHHoe coequnenue yepes HTTPS, a ne HTTP, T.e. npu
Habope BeO-aapeca BBoaU UMEHHO «https://»;

6. B MmoOuisHOM Tenedone otkinoun pyHkiuo «[lonkarouenune k Wi-Fi
aBTOMaTH4yecKn». He nomyckail aBTOMaTH4eCKOro MOAKIIOUEHUS YCTPOHUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

Coyuanvrvie cemu

ConuanbHble CETH aKTUBHO BXOJSAT B HAlly KH3Hb, MHOTHE JIFOJU padOTaIOT U )KUBYT
TaM IOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUUIHAp]] YEJIOBEK, YTO SABJISIETCS OJJHOM
CelbMOIi BCeX KHUTENeH TIaHeThl. MHOTHE MOJb30BaTEIH HE IIOHMMAIOT, YTO HHpOpManus,
pa3sMelleHHAas UMM B COLIMAIbHBIX CETAX, MOKET ObITh HalIeHa U MCII0JIb30BaHa KEM YI'OJHO, B
TOM YHCJIe HE 00s13aTeNBHO ¢ OJ1aruMu HaMEePEHHUSIMH.

OCHOBHBIE COBETHI 110 OE€30IIACHOCTH B COLIUANIBHBIX CETAX:

1. Orpannys ciucok apy3eil. Y 1e0s B Ipy3bsiX HE TOJHKHO OBITH CIIydailHBIX U
HE3HAKOMBIX JIIOJCH;

2. 3ammiaii cBOrO YacTHYIO Ku3Hb. He yka3piBail mapoiu, TenedoHsl, aapeca, 1aTy
TBOETO POXKJEHHS U APYTI'YIO JIMYHYIO HHPOPMALKIO. 370yMBIIUIEHHUKHA MOTYT
UCTIOJIB30BAaTh J1aXke MH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTEIH IUIAHUPYETE
IIPOBECTU KaHUKYJIBI;

3. 3amuiiaii CBOIO PEITyTAIHIO - IEP)KU €€ B YUCTOTE U 3a/1aBaii ceOe BOIPOC: XOTeN Obl
Thl, 4TOOBI APYTHE M10JIb30BATEIN BUJEIH, YTO Thl 3arpyxaeuib? [lonymai, npexne

YeM YTO-TO ONYOJIMKOBAaTh, HAIMCATh U 3arPy3UTh;

4. Ecnu Thl rOBOPUILB C JIFOABMH, KOTOPBIX HE 3HACILb, HE UCIIOJIb3YH CBOE PEAIbHOE
UM U JPYTYIO JHYHYI0 HHGOPMAIUU: UMsI, MECTO JKUTEIILCTBA, MECTO Y4eOBl U
npoyee;

5. U36eraii pa3menienus potorpaduii B MUHTEpHETE, T1e TH H300pakeH Ha MECTHOCTH,
10 KOTOPOM MOXHO ONPEAEIUTh TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucrpanuu B COLMAIBLHON CETH HEOOXOAUMO UCIIOJIb30BaTh CIIOKHBIE I1apOJIH,
cocTosure u3 OyKB U IU(pP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;

7. JJis COMATLHOM CETH, MOYTHI M IPYTHX CAaHTOB HEOOXOIUMO HCIIOB30BaTh Pa3HbIC
naposu. Toraa eciu Te0s B3710MarOT, TO 3JI0YMBIIIJIEHHUKH TOIY4aT J0CTYI TOJIBKO

K O/IHOMY MECTY, a HE BO BCE Cpazy.

Dnexmponnvie OeHveu

ONEeKTPOHHBIE JEHBI'M — ATO OUEHb YJO0OHBIN CIIOCO0 MiIaTeXel, 0IHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh OTU ACHBIU.

ONEKTPOHHBIE JIEHBI'Y MOSIBUJINCH COBCEM HEJJABHO M UIMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyapcTBax [0 CUX IOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (pyHKIMOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, IIe UX
pa3felsAoT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3Huna B ToM, 4T0
AQHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcsi MPOBOIUTH Ollepaluy 0e3 uaeHTuGUKauu
M0JIb30BAaTENsl, @ B HEAHOHUMHBIX WACHTU(UKALIMN MTOJIB30BaTENs ABIsSETCS 0053aTeNbHOM.
Taxxe cneayeT pa3nuyarh 3J1€KTPOHHbIE (PUaTHBIE AEHBIU (PaBHbBI TOCYAAPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHbBIE IEHBIU (HE paBHBI TOCYAPCTBEHHBIM BAJTIOTaM).
OcHOBHBIE COBETHI 110 0€30MaCHOI paboTe C AJEKTPOHHBIMU JI€HbIaMHU:

1. IlpuBsixu Kk cyeTy MOOMIBbHBIN TenedoH. ITo camblil yI0OHBIH 1 OBICTPBI C1IOCOO
BOCCTaHOBUTH JOCTYI K cuery. [IpuBs3aHHbIi TenedoH MOMOKET, eciiu 3a0y/elib

CBOM IUIATEKHBIN MTApOJIb UIIU 3al/IElIb HA CAT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonw3yi ogHopa3oBbie mapoiu. [locne nepexoia Ha yCUIIEHHYIO aBTOPU3AIUIO
Tebe yxe He Oy/IeT yrpokaTh OMACHOCTh KPa)ky MIIM TepexBaTa IJIaTeXHOTo MapoJs;

3. Beibepu cnosxHblIi maposs. [IpecTynHukam OyaeT He MPOCTO yraJaaTh CIOXKHbBIN
naposb. Hagexxsble napoay — 3To napoiiu, KOTOpbIE COAEPKAT HE MEHee 8 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHBIE U MPOMKCHBIE OYKBBI, IU(PBI U HECKOJIBKO CUMBOJIOB,
TaKue Kak 3HaK Joji1apa, pyHTa, BOCKIMIATENbHBINA 3HaK U T.11. Hanpumep, StROng!;;



4. He BBOAM CBOM JINUHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSIEILb.

Onexmponnas nouma

DNEKTPOHHAs IOYTa — 3TO TEXHOJIOTHUS U NMPEAOCTABISIEMbIE €10 YCIYTH 110 IIEPECHUIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIICHH, KOTOPBIE PACTIPEACISIOTCS B KOMIIBIOTEPHOU CETH.
OOBIYHO AMEKTPOHHBIN OYTOBBIN SIIKK BBITJISIIUT CIEIYIOIIUM 00pa3oMm:
uMs_TI0JIb30BaTeNss(@umMsi_oMeHa. Takke Kpome rnepeaadu IpocToro TeKCTa, UMEeTcs
BO3MOXHOCTb IepeiaBaTh (paiibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM padOTEe ¢ ANEKTPOHHOU MOYTOM:

1. Hayo BbIOpaTh mpaBUIIbHBIH MTOYTOBBIHM cepBHC. B HHTEpHETE €CTh OrPOMHBIN BEIOOP
OecIIaTHBIX MMOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIE T0BEPITH TEM, KOTO 3HACIIb U KTO
IIEPBBII B PEUTHUHTE;

2. He yka3piBaii B TMUHOM MTOYTE JUUHYIO HHGopManuio. Hampumep, mydie BEIOpaTh
«My3BIKaTbHBIN _(panaT@» wim «pok2013» BMecTo «remal3»;

3. Ucnonb3yil ABYX3TANIHYO aBTOPU3ALUI0. JTO KOTJJa IOMUMO MApOoJIsl HY’)KHO BBOAUTh
KO/, IpUChLIaeMbIil 1o SMS;

4. BeiOepu c10KHBIN naposab. J{JIs Kak10T0 MOYTOBOTO STUKA JIOJDKEH OBITh CBOM
HAJCKHBIA, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOKHOCTh HANKMCaTh CAMOMY CBOM JIMYHBINA BOIIPOC, UCIIOJIB3YH 3Ty
BO3MO>KHOCTb;

6. Mcrionb3yil HECKOIBKO NOYTOBBIX SIIUKOB. [IepBbIii 7151 4aCTHON NMEPENUCKHU C
ajzipecaTaMu, KOTOPBIM ThI I0BEpPSICIb. JTO IEKTPOHHBIN aJpec HE HA0

UCIONIb30BATh IIPU PETUCTPALIUU Ha OpyMax U caifTax;

7. He oTkpbIBaii aiisibl v qpyrue BIOKEHUS B TUChMAaX JaKe €CIIA OHH MPHIILIN OT
TBOUX Jpy3ei. Jlydie yTouHu y HUX, OTHPABIISUIN JTU OHU TeOe 3T (aiiibl;

8. Ilocie okoH4aHus pabOThI HA IOYTOBOM CEPBUCE NEPE]] 3aKPHITUEM BKIIAJKU C
caiiToM He 3a0y/Jb HaXKaTh Ha «BeiTHY.

Kubepbynnune unu eupmyanvroe uzoesamenbcmeo

KubepOymiauHr — npecienoBaHue COOOIIEHUAMH, COJIEPKAILUMU OCKOPOJIeHUS,
arpeccuio, 3alyruBaHue; XyJIUTraHCTBO; COLIMAIbHOE OOMKOTHPOBAHUE C TIOMOILBIO PA3IMYHbBIX
MHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 O0pHOE ¢ KNOEPOYIUITMHIOM:

1. He ©pocaiics B 60#. Jlydmuii cioco0: mOCOBETOBATHCS Kak ce0sl BECTH U, €CIIU HET
TOT0, K KOMY MOYKHO 0OpaTUThCS, TO BHaUaje YCIOKOUThCA. Eciu Tl HauHenb
0TBEYaTh OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO elle OOJIbIle Pa30KKellb
KOH(JIMKT;

2. Ynpasnsii cBoel kKubeppenyraruei;

3. AHOHUMHOCTb B ceT MHUMas. CyIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM;

4. He cTout BecTH XyJIUraHCKui o0pa3 BUpTyalibHOM ku3HU. IHTEepHET puKcupyeT Bce
TBOM JICMCTBUS M COXpAHSET UX. Y AATUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. ColOmroait cBOM BUPTYaJbHYIO YECTH CMOJIONY;

6. Irnopupy#i einHUYHBIA HeraTuB. OJJHOPa30Bble OCKOPOUTENbHbIE COOOIICHNUS
Jy4ilie UTHOpUpoBaTh. OOBIYHO arpeccus IpeKpaliaeTcs Ha HayajabHOW CTaNu;

7. ban arpeccopa. B nmporpamMmMax oOMeHa MTHOBEHHBIMHU COOOIIEHUSMH, B COITUAIBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPaBKU COOOIIEHUH C ONpeIeIeHHbIX
a/IpecoB;

8. Ecnu b1 cBUeTENh KNOEpOYsUIMHTa. TBOM NEHCTBUSA: BHICTYIIUTH MPOTHB
IIPECIIEN0BATENS, I0KA3aTh EMY, UTO €T0 JIEHCTBUS OLICHUBAIOTCS] HETaTUBHO,
NOJIEPKATh JKEPTBY, KOTOPOU HY’KHA IICUXOJIOTMYECKask TOMOIIb, COOOIIUTh
B3pOCJBIM O (paKTe arpeCCUBHOTO MOBE/ICHUS B CETH.

Mobunvuwsiit meneghon

CoBpeMeHHbIe cMapT(HOHBI U IJIAHIIETHI COJIEpKaT B ceOe BIIOJTHE B3POCIbIN



(yHKLIMOHAJ, U TeTIepb OHU MOTYT KOHKYPHUPOBATh CO CTAIlMOHAPHBIMU KOMITbIOTEPAMHU.
OpnHako, CpesICTB 3alIUTHI AJIs OTOOHBIX YCTPOWUCTB MOKa OYEHb MaJlo. TecTUpOBaHUE U TIOUCK
YSA3BUMOCTEM B HUX IIPOUCXOJUT HE TaK MHTEHCUBHO, Kak /i [IK, To ke camoe kacaercs u
MOOUJIbHBIX MPUIOKEHHH.

CoBpeMeHHBIE MOOUIIBHBIE Opay3ephl YK€ MPAaKTUYECKU JOTHAIM HACTOJIBHBIC aHAJIOTH,
OJIHaKO pacuiupenue GyHKIMOHaa BIIeYeT 3a COO0H OOIBIIYIO CI0KHOCTh M MEHBIITYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOIUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUECKHE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHoBHbIE COBETHI JIs1 0€30I1aCHOCTH MOOUIIBHOTO TenedoHa:

1. Huuero He siBisieTcs mo-HacTosAnieMy OecruiaTHeIM. Byab ocToposkeH, Beb Koraa

Tebe MpeanaraloT OeCIuIaTHbIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAaKHE-TO

IUIATHBIE YCIIYTH;

2. dymaii, nmpexae uem otrpaButb SMS, ¢oto nnm Buaeo. Thl TOYHO 3HACIIB, T OHH
OyIyT B KOHEUHOM UTOre?

3. Heo0x01umMo 0OHOBIIATH ONEPALMOHHYIO0 CUCTEMY TBOETO cMapThOHa;

4. Vicnonp3yii aHTUBUPYCHBIE IIPOTPAMMBI JJIs1 MOOMITBHBIX TeIe(hOHOB;

5. He 3arpy»xail npuiio’keHusi OT HEU3BECTHOI'O CTOYHUKA, BE/Ib OHU MOTYT COJepXKaTh
BPEIOHOCHOE MPOrpaMMHOE 00€CIIeUEHUE;

6. ITociie TOro kak Thl BBIHJEIIb C cailTa, rJe BBOAWI JIMYHYIO MH(OpMAaIUIo, 3aii 11 B
HACTPOIKHK Opay3epa u ynanu cookies;

7. Ileppoauuecky MpoBepsiii Kakue MIaTHble yCIyr aKTUBUPOBAHbl HA TBOEM HOMEPE;
8. JlaBaii CBOI HOMEp MOOHIILHOTO Tele)OHA TOJBKO JIFOISIM, KOTOPBIX ThI 3HACIIH H
KOMY JIOBEpsi€lIb;

9. Bluetooth momxen ObITh BEIKIIOUEH, KOT/Ia THI UM He ToJib3yembes. He 3a0biBaii
MHOI'/1a IPOBEPSITH 3TO.

Online ueput

CoBpeMeHHbIE OHJIAHH-UIPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOILNE Pa3BICUCHUS,
00BETMHSIONINE COTHH THICSY YEJIOBEK 10 BceMy MUpY. UrpoKu HCClIeaytoT JaHHBI UM MUD,
00IIaI0TCS IPYT € APYTOM, BBIIIOJHSIOT 3a/1aHUs, CPAXKAIOTCA C MOHCTPaMHM U TOJIY4atoT OIBIT.
3a y/I0BOJIbCTBUE OHM IJIATST: MOKYHAIOT AUCK, OTUIAYMBAIOT aDOHEMEHT UJIM MPUOOPETAIOT
KaKHe-TO OIIHH.

Bce aTH cpeactBa uayT Ha nojAepKaHUe U Pa3BUTUE UTPHI, @ TAK)KE HA CaMy
0€30IM1aCHOCTb: COBEPIIEHCTBYIOTCSI CHCTEMBI aBTOPHU3AIIUH, BBIITYCKAIOTCSI HOBBIE ATUU
(undpoBbIe 3aMmaaTKU A IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B no100HBIX Urpax CTOUT ONAacaThCsl HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO KPaKH
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALIMK OOJIBIIMHCTBA UTP.
OCHOBHBIE COBETHI IO OE€30MACHOCTH TBOETO UTPOBOTO AKKAyHTA:

1. Ecnu apyroit urpok BeneT ceOs MI0X0 UM CO3JaeT Te0e HEMPUATHOCTH, 3a0JI0KUPYH
€ro B CIIMCKE UTPOKOB;

2. [loxkamylicsd agMUHUCTpATOpPaM UIPbl Ha IJIOXOE MOBEJEHUE 3TOTO UTPOKA,
KeNaTeIbHO MPUI0KUTh KaKue-TO JI0Ka3aTeIbCTBA B BU/I€ CKPUHOB,;

3. He yka3bIBaii TM4HYyI0 HHPOpPMAIUIO B Ipodaiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(uIMaabHbIE TATYH U MOJIBI,

6. Vcrionb3yii c10KHbIE U Pa3HbIE MAPOJIH;

7. Jlaxke BO BpeMsl HTPhI HE CTOUT OTKJIIOYaTh aHTHBHpPYC. [1oKka ThI HTrpaenib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

Quiuune unu Kpasxica 1udHbIX OAHHbIX

OObI4HOM KpaXkel JIeHeT U IOKyMEHTOB CeroJIHS YK€ HUKOTO He YAMBHIIb, HO C
pa3BUTHEM WHTEPHET-TEXHOJIOTHIA 3JT0OYMBIIIJICHHUKH IEPEMECTHIINCH B MHTEPHET, U
IPOIOJDKAIOT 3aHUMAThCS «TIOOMMBIMY JI€TIOM.



Tak mosiBUIIach HOBasi yrpo3a: UHTEPHET-MOIIEHHUYECTBA WK (DUIINHT, TTIaBHAS LENb
KOTOPOT'O COCTOMUT B MOJYYEHUU KOH(DUICHIIMATIBHBIX JaHHBIX [10JIb30BaTEIeH — JIOTHHOB U
naposeii. Ha anrnuiickom sizpike phishing untaercs kak ¢pummnr (ot fishing — priGHast 108714,
password — mapouis).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl I0Jj03peBaeliib, YTO TBOS aHKETA Oblia

B3JIOMaHa, TO HE0OXOAUMO 3a0JIOKUPOBATH €€ M COOOIUTH aIMHUHUCTPATOPAM

pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Ucnonb3yit 6e30macHbie BeO-CaThI, B TOM YHCJIC, NHTEPHET-Mara3uHoB U

IIOMCKOBBIX CHCTEM;

3. Mcnionb3yii clokHbIC U pa3HbIe Mapoiu. TakuM o0pa3om, eciiu Te0s B3IOMAIOT, TO
3JI0YMBIIIJIEHHUKH TIOJIY4aT AOCTYH TOJBKO K OJHOMY TBOEMY IIPO(QUIIIO B CETH, a HE

KO BCEM;

4. Ecnu Te0s B3110Maiu, TO HEOOXOAUMO MPeNyNpeIuTh BCEX CBOUX 3HAKOMBIX,

KOTOpbIEe 100aBJIeHbI y TEOS B APY3bsIX, O TOM, YTO T€OS B3JIOMAIIU M, BO3MOXKHO, OT

TBOETO UMEHU OY/IET pacChLIATHCS ClIaM M CChUIKU Ha (DUILMHIOBBIE CalThI;

5. Ycranosu HanexHbli naposs (PIN) Ha MOOMITBHBIN TenedOH;

6. OTKIIIOYM COXpaHEHUe Maposisi B Opaysepe;

7. He oTkpbIBaii Gailsibl v qpyrue BIOKEHUS B TUChMAaX JaKe €CIIM OHH MPHIILIN OT

TBOMX Jipy3el. Jlyulie yTouHH y HUX, OTIIPABIISUIM JIU OHU TeOe 3TU (ailibl.

Hupposas penymayusa

[udposas penyTauus - 3T0 HeraTUBHAsL WK NO3UTUBHAS MH(OpPMAIMS B CETH O Tebe.
Komnpomerupyromas nHGpOpManus pa3MenieHHasi B HHTEPHETE MOXKET CEPhE3HBIM 00pa3oM
OTpa3uTbcs Ha TBOEH peanbHOM sku3HU. «{udpoas penyranus» - 3T0 TBOM UMUK, KOTOPBIN
dopmupyetcst u3 nHpopmamu o Tede B MHTEPHETE.

TBoe MecTo KUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH XapaKkTepa

M paccKasbl 0 OJIM3KHX - BCE 3TO HAKATUIMBACTCS B CETH.

MHorue noJpoCTKH JIETKOMBICIEHHO OTHOCSTCS K IyOJIMKallUU JIMYHOW HHPOpMALIUU B
WNHuTepHere, He MOHMMAas BO3MOKHBIX NOCIeACTBUNA. Thl Jake HE CMOKEIlb A0ralaThCsl O TOM,
yto oTtorpadusi, pa3MelieHHas 5 1eT Ha3aj, cTajla IPUYMHON OTKa3a IPUHATH TeOs Ha paboTy.
KomMmenTapuu, pazmenienne TBoux ¢otorpaduii u Apyrue 1eicTBUsS MOTYT HE

MCYE3HYTh Ja)K€ MOCIE TOr0, KaK Thl UX yAaInlIb. Thl HE 3HACIb, KTO COXPAHMII 3TY
uH(pOpMallnIOo, TI0TIaja JIM OHA B TOMCKOBBIE CUCTEMbI U COXPAHWIIACh JIU OHA, a TJIaBHOE: YTO
HOIYMAIOT O TeOe OKpYXKarollee JIFOH, KOTOpble HalaAyT U yBUIAT 3T0. Haiitn undopmanuio
MHOTO JIET CITYCTSI CMOXKET JIF000M - Kak U3 T0OpBIX MOOYXKACHUM, TaK U C HAMEPEHUEM
OPUYUHUTH Bpe. ITO MOKET OBITh KTO YTOJHO.

OcCHOBHBIE COBETHI 110 3aLIUTE HU(PPOBON pemyTauu:

1. ITogymaii, mpexe 4eM 4To-To MyOIMKOBaTh U NepeaaBath y ceOs B O0re UiH B
COIIMATLHOM CETH,

2. B Hactpoiikax npo¢uis ycTaHOBU OTpaHUYEHUS Ha IPOCMOTP TBOETO MPOQUIISL U €ro
COJIEP’KUMOT0, ClIeNail €ro TOJIBKO «JUIsl IPpY3ei»;

3. He pa3meniaii u He yka3bplBail HHPOPMALIUIO, KOTOPAsk MOXKET KOT0-1100 OCKOPOIATH

WU OOMXKATh.

Aemopckoe npago

CoBpeMeHHbIE KOJIbHUKN- aKTUBHBIE MOJIb30BATEIH LIU(PPOBOTO MPOCTPAHCTBA.

OpHakKo J1aneko He BCe 3HAIOT, YTO MOJIb30BaHNE MHOTUMH BO3MOKHOCTSIMH LIU(POBOTO MUpPA
TpeOyeT coOII0IeHNsI PaB Ha MHTEIJIEKTYaATbHY0 COOCTBEHHOCTb.

TepMHUH «MHTENIEKTYyalbHasi COOCTBEHHOCTh)» OTHOCUTCS K PA3IMYHBIM TBOPEHHUSIM
YeJI0BEYECKOro yMa, HauMHasi C HOBBIX M300pETeHM U 3HaKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha MMPOJYKTHI U YCIYTH , U 3aKaHYMBasi KHUTaMH, poTorpadusiMu, KHHOPUIbMaMU U
MY3bIKaJIbHBIMH POU3BEACHUSIMH.

ABTOpCKI/IC IpaBa - 3TO IIpaBa Ha UHTCIIJICKTYAJIbHYIO COOCTBEHHOCTh Ha IMPOU3BCACHUA



HAYKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKHUE MIPaBa BHICTYNAIOT B KAUECTBE rapaHTUU TOTO, UTO
MHTEJJICKTYaJIbHBIA/TBOPUECKUN TPYA aBTOpa HE OyAET HallPacHbBIM, JaCT €My CIpaBeIBbIC
BO3MOXHOCTH 3apaboTaTh Ha pe3yibTaTax CBOETO TPY/a, MOJYUYUTh U3BECTHOCTh U MPU3HAHMUE.
Huxkro Oe3 pa3penienus aBTopa He MOKET BOCIIPOU3BOJUTH €T0 MIPOU3BEICHUE, PACIIPOCTPAHATD,
MyOIMYHO IEMOHCTPUPOBATH, MPO/IaBaTh, UMIIOPTHPOBATH, ITYCKATh B MPOKAT, ITYOJIUIHO
UCIIOJHSATH, IOKA3bIBATH/UCIIONIHATH B 3dupe Wi pa3Meniath B UHTepHeTe.

Hcnonb30BaHue «IUPATCKOT0» MPOTPAMMHOTO 00ECTICUECHUSI MOYKET MPUBECTH K MHOTUM
pHUCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTaM 110 OJIOKUPOBKHU TBOETO YCTPOICTBa, /e
YCTAHOBJICHHBIH HE JierajgbHas mporpamma. He cTouT Takke 3a0bIBaTh, 4TO CYLIECTBYET
JerajbHble U OeCIUIaTHBIE MPOTPaMMBbl, KOTOPbIE MOYKHO HalTH B CETH.

O nopmare

CeteBU4OK.p( - TBOH TJIABHBIA COBETYMK B CETH. 31€Ch Thl MOXKEIIIb Y3HATH O

0€30MacCHOCTH B CETH MOHSTHBIM U JJOCTYITHBIM SI3bIKOM, & TP BO3HUKHOBEHUU KPUTUUECKOM
CUTYalluu OOPAaTUTHCA 32 COBETOM. A TakKe MPUHSATH y4acThe B KOHKYPCaxX U CTaTh CaMbIM
U(PPOBBIM TPAKIAHUHOM !



